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The essential EMV card qualification tool for inspecting and
automatically validating EMV personalisation data.

All with a single click..

¢ Inspection and validation of EMV card profiles with automatic
cross-references and checking against up to date EMV

specifications. * Easy to use with no setup or knowledge of complicated

script languages required. Suitable even for people

e Automatically validates all card data, certificates and issuer unfamiliar with EMV Level 2 specifications, making it ideal

cryptograms. l|dentifies any personalisation problems and for repetitive Quality Assurance, Certification and
checks the integrity of any interdependent data, with precise Production tasks.

diagnosis of any faults found.
* Fully customisable XML-based reports: generate your own

e Supports all VSDC and MChip proprietary requirements. report formats, easily input the XML test results to your
Validation can be performed to EMV requirements, or the database, or simply use one of the included
more stringent proprietary requirements of VSDC and MChip. comprehensive HTML reports.

ET. DaySmart Inspector

File Run Profle Template Tools Help
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Profiles FEice Certificate Hash Result 01D7671416BFBTFBO2AC4248TOEEE3FCTI085693

2] PKice-modulus CADSOBEE3OFESD2818FAEB3AOTS550A2C638E4960E411B61DEDSA43E8D2F12T70BBDTE
364T2FOEDB66BSFESOCO16CEATFCSB23565154T1TEOE41270DCBDAZDS1CEDISTODS
O3D1EFEA2071A44853CAB142C11249A88C2DDEC4AT2BAD42C431F0T1EES

] FEicc-exponent 03

B 9F4B Signed Dynamic Application Data C99DADDDEE44FEE172419639CEATSDDCBIBEEES67TB44EC4F1050B53FCO35FBOA42
49686886762450D1B9673BBE36201E071B287ASE4E2B53611039D7C59322F030E89
4CB8C57007FAT8D15ESD7D56D767F77046BBC383CCF2ACE69C1B2B1C1BY

B 9F4C |CC Dynamic Number 0051
E & Cardholder Verification
= & 8E Cardholder Werification Method (CWM) List 00000000000000001E0302031F00

|

] CWh - Arnount 2 00000000  (USD0.00)
B Cwhd - Amount 00000000 (UsD 0.00)
B Cardholder Yerification Rule (CvR) 1 1E03 (Signature - If terminal supports the CVM - stop if fail)
] Cardholder Yerification Rule (CVR) 2 0203 (Online Enciphered PIN - If terminal supports the CVIM - stap if fail)
8 Cardholder Yerification Pule (CVR) 3 1F00 (No CVM required - Always - stop if fail) T
] Last Cardhaolder Werification Rule (CVR) 1F00 (No CVM required - Always - stop if fail)
B 9F34 CvM Results 1E0300  (Signature (1E) : Resuit Unknown)
B ¢ Action Analysis
[ == 9FO0D  |ssuer Action Code-Default F040008800
== 9FO0E |ssuerAction Code-Denial 8800000000
B == 9F0F |ssuerAction Code-Online FO40003E800 ET Card Validation
» Offline data suthentication was not performed
= Offline static dats authentication failed CARD NOT ¥ALID
= [CC data missing
= Card sppesars on terminal exception file Eof 80 TESTS FAILED.
= _Expired A

9FOF Issuer Action Code-Online
Specifies the issuer’s conditions that cause a transaction to be transmitted online

Template

Data Source: Read Record SFI=3, Record=2

v WARNING: It is recommended that any bit set in "IAC-Online' (9F0F) should be CLEAR in tag 'IAC-Denial' (9F0E) = 1 Incorrect Bits
detected

InternationalProfile.bm | SPAMAYSDE Teste-Common. beml | OMMIKEY Cardban 2421 0 WSDC +1.4.0 Idle [iata Size = &

@ Build your own test scripts: If your cards have proprietary regional requirements (those not already tested by the built-in
EMV, MChip and VSDC tests), you may even create additional

tests simply by specifying the test and validation conditions L G| b
. . . - g Templste: [Unknown Card) crested on 11/03/2006 231952 -~
using a visual interface. =& Acton Analysis
wen B WFOF  lssuer Action Code-Orine
-3 Toansaction Data
a m 010 AnscarvedGaral]
am 010 AmcorvadGardld
Report Options: = MosleCad MU 40] Praopictory Dala
& ) 910 MO 4 Antemaric EMV Valisaties
Report Type
‘o HTML Report o v
" Apply Custom Styleshest Vinlelatons box Uinspmcfod Tage: |Automat ENY Vaieton ¥ | L: o5
Stylesheet: | J Rt
" Unformatted XML ) e
® You may generate comprehensive HTML
reports for each test run, or customise
B i ELL your own report formats using XML.
LCancel
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BENCHMARK

A fully configurable virtual EMV terminal simulator with
an integrated issuer host module:

® Viewing of all functional level data and interaction between
benchmark,
supporting development and testing of both EMV smart cards

cards and an independent EMV terminal

and EMV terminals.

® Wizards to create and simulate any EMV terminal on your PC
such as EFTPOS, ATM and Vending Machines. Default
terminal profiles can be quickly modified to reflect the exact
specifications of the target terminal, including CA Public

keys and supported application list.

® Specifically designed for ease of use as well as having a
powerful capability in expert problem diagnosis and
transaction data analysis. Includes a user-friendly, intuitive
user interface, while providing exceptionally powerful
features and comprehensive EMV data element analysis.

® Integrated EMV host to simulate full on-line transactions:
Analyse the on-line behaviour of your EMV smart card and
terminal communicating with the host. Provides the entire
range of issuer authentication, ARQC / ARPC cryptogram
generation methods and EMV issuer scripts.

B daySmart
File Terminal Issuer Run Debug Tools Help
= = “ [ A Eh kR = | [ - =
] Bl epsii pm i b e e Jhern ]| |
% g | Message Log | Transaction Parameters
| [ [ |
|| Seial | Infa | Data | DettamS ) geject Account
=& 70 0E 54 08 47 61 739001 01 00 10 5F 34 01 01 9000 00020 il
| @  Read Record 571=3, Record=2 Credit =
E* &= 30 Read Record #11 00B2021C00 @ Select Transaction:
| n EC7F (00030 Goods/Services -
.E | {531 Fead Record #12 0062 021C 7F T
707D SF 420202 405F 25039507 01 5F 24 03101231 9F 0802 0024 5F 280208 405F 3002022, 0030 1234
s Al bandatory Card Elements Present Cash v :
OFFLINE DATA AUTHENTICATION: Static Data Authentication s

@ Set TSI bit [1/8]: Offline data authentication was perfarmed o 0

G) Fietieved Ca Public Key Index "33 for AID '4000000003' [1024 bits] = ¥ Buto-supply FIN

w Checksum validated for G4 Public Key Index '35 1734

Retrieve lzsuer Public Key
@ Data Recovered from Piss cerificate I Auto-Select AID
v PKiss Certificate Format Yalidated
9 (i) Append |2suer Public Key Remainder

@ PFiss Certificate Hash Data |
| & : s : i [ | i
lMessage #31 Analysis: Read Record (R sponse] PS = 8000 (Success)

H-9s 707D9F420208405F250

00SFOFOSF040003800

$5F24031012318F080200845F280208405F300202218F0702FF008EOEODOD0000000000001EQ0302031F008C159F02
089F03069F1A02 DEUESFZADZBACIS 9C019F37048D178A029F02065F03069F1A0295055F2A029A039C015F37049F0D0SFO0400088009F0EQS00100000 =

-@m 70 AEF Data Template 9F420208405F25039507015F24031012319F080200845F280208405F300202219F0702FF008EOEQ0000000000000
001E0302031F00BC159F02069F03063F1A0295055F2A025A039C015F37048D178A029F02065F03069F1A0295055F

22029A039C019F37049F0D0SF0400088009F0E0S00100000009F0F0SF040002800

@ 9F42  App Cur Code 0840 (USD:US Dollar)
@\ 5F25 AppEffective Date a (07 Juf 1995)
m 5F24 AppExpiy Date 101231 {31 Dec 2010}
-@m 9F0B  AppWersionico 0084 Vis 1.3.2)
@ 5F28  lssuer Country Code 0840 (us4)
@ 5F30 Service Code 0221 (International, IC! Skipping Velocity Checking
[ e 9FO7  AUC FFOO 9 SWMIW%QHHH Icc
= Domestic cash [EMV Bod F
o T s If both the Lower Consecutive Offline Limit (tag '9F 14") and Upper Consecutive
Offline Limit (tag '9F23') exist, the terminal shall perform velocity checking as =
T [ WSDCVIAD | OMNIKEY CardMan 3121 0 | geseribed in s section. [Datasize=3

@ Run any EMV transaction using the fully configurable
virtual terminal and examine card / terminal behaviour.

A unique tool that delivers the safest way to ensure
® the interoperability of your card with any terminal.

@ Each step of a transaction is automatically interpreted
and cross-referenced to the corresponding sections of EMV
specifications. An invaluable learning tool and a great time
saver for experienced users.

© Automatic ‘live’ parsing and interpretation of all
command and responses, all displayed in a user-friendly
hierarchical structure of EMV ‘tags’ (even down to bit level
data such as TVR, IAC’s and TAC’s). All tags are analysed for
correct format and value.

If either of these data objecis is not present in the ICC application, the terminal
shall skip this section.

@ ‘Live’ on-screen alerts (informative, warning or error) for
suspect or invalid transaction steps - an extremely powerful
feature automatically identifying card personalisation or
terminal incompatibility issues.

® Save entire transaction logs for future reference This
enables, for example, quick confirmation of the full integrity of
a modified EMV application, as well as analysis of results in
the physical absence of hardware.

® Al card/terminal communications are time-stamped,
allowing users to evaluate card timing performance for
individual commands.

@ Display of static and dynamic data authentication with
offline PIN verification using the correct cryptographic processes
- supports all offline authentication methods (SDA, DDA and
Combined DDA) using RSA keys up to 2048 bits.

Tauiser Seripls. B
ol e, e = = . @ Fullfeatured issuer host simulator, supporting issuer script
S Gotemcaleatet oot | g el and issuer cryptogram generation.
g ::‘:::'L:E; :: m g ~ EJ Transaction Result
FE [0 eurosta DA 0000 [m} =
i =) (=] v * APPROVYED
El [_l PUT DATA Weke] ana o NS TSR T U —
(] 1 O I | | I _D Appioved offine
Set Dnlots '_ ('3 Cancel |
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EMV Card Testing has never been this easy
Just follow the wizard steps to configure the virtual terminal,
and you’re ready to test your card in 2 minutes...

@ Visa (VSDC), MasterCard (MChip 4.0 and 2.1), and PayPass: test with a single-click 'f-:;e

@ Easy to use: Intuitive user friendly interface that requires no setup or knowledge of i
complicated script languages.

® Integrated issuer host simulator: supports validation and generation of all issuer
cryptograms (EMV'2000, MChip, VSDC), and issuer script generation.

® Customisable XML-based reports: generate your own report formats, easily input the XML test results to your database,
or simply use one of the included comprehensive HTML reports.

® EMV specification references: a unique feature that explains every step of a transaction with cross-references to EMV
specifications, makes Benchmark an invaluable tool for training and consultancy, or simply learning EMV.

® Precise diagnostics: Identifies any personalisation problems and checks the integrity of any interdependent data, with a
precise description of any faults found.

® Motorised hybrid reader available as an option for validation of smartcard and magnetic track data correlation.

@ Fully-automated certification test scripts for regional requirements (such as SAMA SPAN) ensures guaranteed results
during certification.

® 24/7 Support covering not only daySmart but also general EMV consultancy.

The most user-friendly and comprehensive test tool in the market,
offering exceptional return on your investment ,,

About DayBreak

DayBreak Software, backed by over 10 years of specialist EMV"eX‘pe_rtise, is one of the/leading EMV
technology companies in the world. We have an excellent track record. in providing software
development and consultancy services to major card application proVi'&egs_, -gard, issuers, terminal
vendors and certification centres, with clients in Asia, Middle East, Austra\ﬁa&__;Eui"-.,ogé and Canada.

Contact '
366 / 91 Longueville Road, Lane Cove email: info @ daybreakSoftware.com
NSW 2066, Sydney, AUSTRALIA phone: +61 2 9281 9613

fax: +61 2 9418 3025

web: www.DayBreakSoftware.com
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